C/PENT

Certified Penetration Testing Professional

e Module 01: Introduction to Penetration Testing and ® Module 08: Web Application Penetration Testing v
Methodologies

) . . ® Module 09: Wireless Penetration Testing »
® Module 02: Penetration Testing Scoping and Engagement v

) ® Module 10: loT Penetration Testing v
® Module 03: Open-Source Intelligence (OSINT) =

. , . . . ® Module 11: OT and SCADA Penetration Testing v
® Module 04: Social Engineering Penetration Testing «

. . ® Module 12: Cloud Penetration Testing v
® Module 05: Network Penetration Testing — External »

. ) ® Module 13: Binary Analysis and Exploitation «
® Module 06: Network Penetration Testing — Internal

. ) . ® Module 14: Report Writing and Post Testing Actions »
® I*[\)flodule 07: Network Penetration Testing — Perimeter
evices

What is the CPENT Exam format and duration?

Candidates for the C|PENT certification are evaluated via a rigorous 24-hour performance-based and hands-on exam proctored online and remotely.
Candidates have the option of taking the exam in two 12-hour sessions or a single 24-hour period. C[PENT certification requires candidates to
demonstrate dedication and determination in order o pass increasingly difficult examinations that measure their endurance and concentration.



